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Introduction

 Today partners are testing Secure Boot using
WHCK tools and Microsoft provided certificates

— But passing Windows requirements is just a start

e OEMs and ODMs need to have a plan for
securely creating and managing their own keys
— Customers will increasingly ask about this
— What is your story?

* Reputations are on the line
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UEFI Secure Boot Keys

Platform Key (PK)
— One only

— Allows modification of KEK database

Key Exchange Key (KEK)
— Can be multiple

— Allows modification of db and dbx

Authorized Database (db)
— CA, Key, or image hash to allow

Forbidden Database (dbx)
— CA, Key, or image hash to block
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Keys Required for Secure Boot -

PKpub PK—1 only. Must be RSA 2048 or stronger
Microsoft KEK CA KEK Microsoft  Allows updates to db and dbx:

Microsoft Windows  db Microsoft  This CA in the Signature Database (db)
Production CA allows Windows 8 to boot

Forbidden Signature  dbx Microsoft  List of known bad Keys, CAs or images
Database from Microsoft

+ Required for Secure Firmware Updates

Secure firmware update = OEM Recommendation is to have this key be different
key from PK. Must be RSA 2048 or stronger
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Optional Keys for Secure Boot ",
(non WinRT only)

Recommended for non WIinRT Systems

Microsoft UEFI driver db Microsoft Microsoft signer for 3’rd party UEFI binaries via
signing CA DevCenter program

Optional for Customization

Key/db Name ___| Variable | Owner _INots

OEM or 3’rd party KEK OEM/3  Allows db/dbx updates e.g. for an alternate OS or
KEKpub party Trusted 3’rd party
OEM or 3'rd party CA db OEM/3  Allows 3’rd party OS or drivers singed by a

party trusted 3’rd party
Image Hashes db OEM Hashes of images on PC that are allowed to

execute even if not signed

Forbidden Signature  dbx OEM/3™  List of known bad Keys, CAs or images from OEM
Database (dbx) party or partner
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Key Deployment Process

Create Platform
Key (PK) and

Create PK Backup
Secure FW Update (Recommended)

Key

Protect PKpri and
Secure Update (pri)

(@)
(o)

Enroll PKpub

Ensure Network
and Physical
Security

Manage and refine
security practices

N
o)
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Add KEK (w/db,
dbx)and sign with

Done?

(Never really)




Hardware Security Modules

 Microsoft strongly recommends using a Hardware Security Module
(HSM) for key creation
 Most HSMs have Federal Information Processing Standard (FIPS)
Publication 140-2 level 3 compliance
— Requires that keys are not exported or imported from the HSM.

* HSMs support multiple key storage options
— Local on the HSM itself
— On the server attached to the HSM - for solutions which requires lots
of keys
 The cryptographic module security policy shall specify a physical
security policy, including:

— Tamper-evident seals, locks, tamper response and zeroization
switches, and alarms

— Policy includes actions required by the operator(s) to ensure that
physical security is maintained such as periodic inspections
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Other Key Creation Options

e Trusted Platform Modules (TPM) or Smart Cards
— Crypto processors slow for manufacturing environment
— Not suitable for storing large number of keys
— May not be compliant to FIPS 140-2 level 3
» Software / Crypto API generated keys
— Can use encrypted drives, VMs and other security options
— Not as secure as using an HSM
* Makecert
— Intended for testing purposes only
— Discouraged by Microsoft
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Checklist

d Define your security strategy
O Identify roles

L Procure server and hardware for key management
e Recommended solution — network or standalone HSM

e Consider whether you will need one or several HSM'’s for high availability and
also your key back up strategy

O Set policy for how frequently will you be rekeying keys
L Have a contingency plan for Secure Boot Key compromise
O Identify how many PK and other keys will you be generating

Use HSM to pre-generate secure boot related keys and certificates

Get the Microsoft KEK and other Secure Boot related keys and
certificates

Sign UEFI drivers

Update firmware with Secure Boot keys based on the system type
Run tests including WHCK Secure Boot tests

Deploy > Refine > Deploy > Refine...

Ccoo0D OO0
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Resources

 Microsoft Connect http://connect.microsoft.com/

« MSDN: http://msdn.microsoft.com/
— Search on keyword “Secure Boot”

e http://www.microsoft.com/security
e UEFI 2.3.1. Specification errata C: http://www.uefi.org/

* Trusted Computing Group:
http://www.trustedcomputinggroup.org/

* Tianocore: http://www.tianocore.sourceforge.net

 UEFI and Windows: http://msdn.microsoft.com/en-
us/windows/hardware/gg463149

* Beyond BIOS:
http://www.intel.com/intelpress/sum efi.htm

UEFI Summer Summit — July 2012 www.uefi.org 13


http://connect.microsoft.com/
http://connect.microsoft.com/
http://msdn.microsoft.com/
http://www.microsoft.com/security
http://www.uefi.org/
http://www.trustedcomputinggroup.org/
http://www.tianocore.sourceforge.net/
http://msdn.microsoft.com/en-us/windows/hardware/gg463149
http://msdn.microsoft.com/en-us/windows/hardware/gg463149
http://msdn.microsoft.com/en-us/windows/hardware/gg463149
http://www.intel.com/intelpress/sum_efi.htm
http://www.intel.com/intelpress/sum_efi.htm

Thanks for attending the
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the Unified EFI Forum and
UEFI Specifications, visit
http://www.uefi.org
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