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Agenda

A
* What is JTAG? Debug use case
* Access mechanisms (platform-dependent)

* Tools of the Trade: Run-control, Trace, scripting

* Examples/ Demo:
— Run-control: halt, go, single-step, breakpoint

— Trace: Last Branch Record (LBR), Branch Trace
Store (BTS), Instruction Trace, Architectural Event
Trace, ME trace

— Intel CScripts
 Call to Action
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What is JTAG?

Celebrated its 30" Anniversary on
February 15, 2020

“Joint Test Access Group”

IEEE 1149.1 and subsequent standards —
ingrained within much of today’s
commercial silicon

Specifies a dedicated debug port with a
serial communications interface

Test Access Port implements a stateful
protocol with test registers that connect
with a chip’s system logic

An “engine” within chips that drives
embedded instrumentation for a plethora
of applications
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JTAG Applications

Test Debug Validation

Boundary- Run-control Hardware
Scan Test, (Intel ITP, perform-
JTAG-based AMD HDT, ance /
functional Arm conform-
test CoreSight)
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Programming

SVF, STAPL,
JAM, and
at-speed

flash IP




Why is JTAG Useful for Debugging? @';ﬂ

III

 “Bare-metal” debugging at the interface
between the hardware and the software

e Essential for debug on wedged
platforms

e Use same tools as used in silicon
validation
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Access Mechanisms (Intel)

 XDP (eXtended Debug Port)

C09- INTEL SVT DCI DBC2/3 A-T0-A DEBUG
CABLE 1.8 METER

99999999

* DbC/ DCI (Debug Class) | 7

* BMC

1 1
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Tools of the Trade

e Run-control

* Trace

* Scripting
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BEUHRLE S0 F e OB W M S F O ereskpoints G Code > Command [ Log Carigae.
LR A
PO >
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IIO IOAPIC Il:n:u:y Base Address is 0x91d404000
+ 0x0 is the 8-bit APIC index reg

\BAR + 0a30 3= the 25obit APIC window reg
110 IOAPIC ID is 0x09
I10 I0APIC Fersion is 0x20
Max Redir Entries 23
Pin Assertion Reg Support = Ox 0 : 0=APIC doss not implemsnt IRQ Assertion reg
PCI devices may not write it to cause interrupts
| CPU's I/0 APIC Redirection Table |
|Ent |Redirection |Vec |Deliv |Dest |Deliv |Polarity |Remote |Trig |Maskeds |Ext  |Dest |
|rv#|Table Entry |tor [Mode |Mods |Status | | IRE |Mode  |Not Masked |Dest ID|ID |
|1 63:0] [(7°0)((50 81 [bav 11 [Bat 12 | bit 13 |bat 14 |bie 15 bt 16 1055:48)[63:56]1
00| 0D0000O000D10000 | 00 |Fixed | Physical | Idle | hct: HI | None Edge | Masked 00 o0
01| 0D000000DODL0000 | 00 [Fixed | Physical | Idle | act: HI | None Edge | Masked 00 00
02| 0DODO0DODDOD1DODO | 00 [Fixed | Physical | Idle | Act: HI | None Edge | Masked 00 00
03| 0000000000D10000 | 00 |Fixed | Physical | Idle | Act: HI | None Edge | Masked 00 o0
04| 0DO0O0OODODI0O00 | 00 |Fixed | Physical | Idle | Act: HI | Hone Edge | Masked 00 00
05| 0000000000010000 | 00 |Fixed | Physical | Idle | hct: HI | None Edge | Masked 00 00
0&| 0000000000010000 | 00 |Fixed | Physical | Idle Act: HI | None Edge Masked 00 0o
07| 0DODOOODDOD10O00 | 00 |Fixed | Physical | Idle | Act: HI | Hone Edge | Masked 00 00
08| 0000000000D10000 | 00 |Fixed | Physical | Idle | Act: HI | Hone Edge | Masked 00 00
09| 0D000000D0D10000 | 00 |Fixed | Physical | Idle | act: HI | Hone Edge | Masked 00 00
10| 0D4£00000001a00a | Oa |Fixed | Physical | Idle | hct: LO | None Ievel | Masked 1f 00
11| 0000000000010000 | 00 |Fixed | Physical | Idle | Act: HI | None Edae | Masked 00 00
12| 0DODOOODDODIOO00 | 00 |Fixed | Physical | Idle | Act: HI | Hone Edge | Masked 00 00
13| 005100000001a00d | 0d |Fixed | Physical | Idle | Act: LO | None Level | Masked 51 00
14| 0DO0O0O0DODL0000 | 00 |Fixed | Physical | Idle | act: HI | None Edge | Masked 00 00
15| 0000000000010000 | 00 |Fized | Physical | Idle | Act: HI | Nons Edge | Masked 00 00
16| 0000000000010000 | 00 [Fixed | Physical | Idle | ict: HI | None Edge | Masked 00 il
17| 0DODOOOODODI0O00 | 00 |Fixed | Physical | Idle | Act: HI | Hone Edge | Masked 00 00
18| 0000000000010000 | 00 |Fixed | Physical | Idle | ict: HI | None Edge | Masked 00 00
13| 0D000000D0DL0000 | 00 [Fixed | Physical | Idle | act: HI | Nome Edge | Masked 00 00
20| 0DODOOODDODIDO0O | 00 |Fixed | Physical | Idle | Act: HI | Hone Edge | Masked 00 00
21| 0000000000010000 | 00 |Fixed | Physical | Idle | ict: HI | None Edge | Masked 00 o
22| 0DODOOODDOD10O00 | 00 |Fixed | Physical | Idle | Act: HI | Hone Edge | Masked 00 00
23| 003b00000001a017 | 17 [Fixed | Physical | Idle | hct: LO | None Level | Masked 3b 00
Bus Nunber
110 10iPIC K:nmy Base address i3 chauuuuuu

MBAR + 0x0 is the 8-bit APIC index
KEAR + Di]ﬂ s, the 32 bit APIC v1ndcw reg

FLHelp, G0, smn.rs.smp, FB:Step Into, F10:Step Over, Shift+F12:Reset P0
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Basic Run-ControI — MinnowBoard @1
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94 return EFI_NOT_FOUND; E
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YOID DxeSecurityManagementLib 0000000077B1AD] Y s 0018
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Hemnory type Ef iBootServicesData 5 Cpulo2Dxe &fi
HOE Memory pool (not implemented) at 00000000773BFDDOL CpuloDxe &fi
HOB GUID extension at 00000000773BFDEOL ﬂ, DataHubDxe &fi
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Intel Processor Trace — Apollo Lake @ﬂ
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Intel AET — Skylake-SP
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0010 :FFDC27B? B4l MO D3742EL §
0010 FFDC27BB F7F DIF FFD37430L 7517 % phs Name Value
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[Syntax error:
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T.n-rhng Uswr Defined Necro 20
|PC>loadthas
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E;C“/

go til B0io/_ wait
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CScripts — Skylake-SP

bkc Best Known Configuration checker ! ) )
3 sourcePoint v7.11.0 [ecm-15055] - SKX Core - CAUsers\asguigna\Desktop\SKX CScripts.prj - X
File Edit View Processor Options Command Window Help
) . =2 Hl i HI = ﬁ‘ ﬂﬁ %LoadCunent %‘PEIMS Q;DXB ngoToNud:DriverEntry @LmdSmrﬂmSymbuls %GuTﬂShadwedPeiCore %"HOBS %"SysConfigTable ﬁDumpMemMap aE‘;[)ump(:"!IIStaclr.
coreinfo Processor Core Information oMY ET me s 2 @ Breakpoints (& Code > Command [El Log BB Memory IP Registers G Symbols g Trace GB Viewpoint (X, Watch =N EAE ?
gg;i;ix;ﬁ####################################################################
edk2 UEFI Development Kit 2 e ree
g Sy=stem Topology ~ Link State p2is
e £48
HEEEEERLRE H H Tes L H t FHyEEE
el Error Injection % 1) UPI ToPOLOGY :
2 kockets populated in the platforn
error SyStem Errors - 2) Socket 0 (HO) UPI Config -
mc Memory Controller = -
| Connected to | socket 1, port 1 | socket 1, port 0 |
| UPI 1S Init Status | 023 - Init Done | 023 - Init Done |
pch Platform Control Hub | Current CRC Mode | 0=0 - CRC16 | D=0 - CRC16 |
| Retry State | 020 - Retry Local Hormal | 0x0 — Retry Local Hormal |
| Tz state | 0=0f - LO | 0=0f - LO |
pci Periphera| Component Interconnect | UPI Tx Lane Status | 0 0000 0000 0000 0000 0000 | O 0000 0000 OOOO 0000 0000 |
| Rx state | 0=0f - LO | 0=0f - L0 |
| UPI Rx Lane Status | 0 0000 0000 0000 0000 0000 | 0 0000 QOO0 OOOO 0000 0000 |
pcie Peripheral Component Interconnect (PCle) base class I Lop | En (T:0=000000) (R:0=000000) | En (T:0x000000) (R:0x000000) |
| I1 | Enabled (0=000000) | Enabled {0=000000) |
| FFS | 0=00000000 | 0=00000000 |
pm Power Management , | ‘ |
| Link Speed | 10.4 GT/s | 10.4 GTr/s |
ras Reliability, Availability, Serviceability T 1) socket 1 (HO) UPI Contig =
skx Model Specific Registers (MSR) ' ! = | = ' v
I @] Code (P0™): (64-bit) Trackina IP 000000000D000000L - FFFFFFFFFFFFFFFEL o |l = | e _ DN Viewnnint R '
Fl:Help, F5:Go, Shift+F5:Stop, F8:Step Into, F10:Step Over, Shift+F12:Reset PO 1l
uncoreinfo SKX uncore implementation
upi UPI module implementation

www.uefi.org




Call to Action
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* Take advantage of open source learning/
development opportunities

—The MinnowBoard Chronicles

—Debugging Intel Firmware using DCI & USB
3.0

—Intel Firmware site

www.uefi.org


https://blog.asset-intertech.com/test_data_out/2019/10/the-minnowboard-chronicles-a-journey-into-x86-uefi-and-linux.html
https://www.youtube.com/watch?v=1NEtUxjJ9XM
https://software.intel.com/content/www/us/en/develop/topics/firmware.html

Questions?

www.uefi.org



Thanks for attending the UEFI 2020 Virtual Plugfest
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For more information on UEFI Forum and UEFI
Specifications, visit http://www.uefi.org
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www.uefi.org
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