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Arm Boot flow
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Arm : Set Variable
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Capsule Structure
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Capsule Structure
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How to build capsule

FmpPayloadSystemFirmwarePkcs7 # gEfiFmpCapsuleGuid

FmpPayload.FmpPayloadSystemFirmwarePkcs7
CERTIFICATE : # PKCS7
# PcdSystemFmpCapsulelmageTypeldGuid##

UEFI
FIP Image, Signed
with ARM
cert_create tool

F/W data : FILE_RAW # PcdEdkiiSystemFirmwareFileGuid
Driver (SystemFirmwareUpdateDxe.inf) # gEdkiiSystemFmpCapsuleDriverFvFileGuid
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Traditional Update flow
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Traditional Update flow
SysFirmReport.ef 6 Install

in BIOS i Parse &
Locate & ; Verify
. eri
é Setimage() ; FMP capsule
Capsulelib . rvp_proOTOCOL
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Few rules/OEM specific

» Flash Storage should accommodate two copies of firmware

* One latest copy and another copy for fallback

 BL2 Image should choose between latest/recovery firmware

« Fip image will be updated (BL31, BL32 and BL33) combined (Consider as RAW FILE)
New BL 3 FIP

(UEFI + BL 31 and
BL32)

BL 3 FIP BL 3 FIP

(UEFI + BL 31 and (UEFI + BL 31 and
BL32) BL32)

21V 4
(I -

Main BL 3 FIP
(UEFI + BL 31 and
BL32)
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Updating capsule with MM

UpdateCapsule() *| ProcessCapsulelmage()

StartFmplmage()

\ 4

FmpSetimage() < SetFmplmageData()
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Updating capsule with MM

@ CapsuleAuthenticateSystemFirm
ware()

e Authenticate System Firmware Image

e Extract System Firmware Image and update pointers with
System Image information

ExtractSystemFirmwarelmage()

e Extract Config image and update pointers with Config

ExtractConfigimage() image information

e Parse config image and get System Firmware image flash address and size.

ExtractConfigimage() e Perform flash write operation i.e. write System Firmware image in Flash.
Flash driver is in S-ELO

\ 4

Make SMC call to inform TF-A to use new
image.




Advantage
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