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UEFI & Linux Interoperability @

Improvements can be made in UEFI/Linux

testing
* Look for UEFI problems prior to distro releases
* Tests are too focused on UEFI boot services
 Improve coverage for UEFI runtime services

Quality of firmware implementations varies
« Can open up new attack surfaces

« Example: “Samsung bricking”
http://mjg59.dreamwidth.org/22855.html
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UEFI & Linux Software Stack
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UEFI Boot Services

UEFI Runtime Services

—_

Execution time

Used by bootloader and pre-OS Used by OS after boot services are
applications (test, provision, etc.) terminated by bootloader

Large surface, terminated at boot Small surface, resident at runtime

Traditionally tested using the UEFI Traditionally tested/exercised by
Self-Certification Test (SCT) OS vendor validation plan
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UEFI Runtime Needs
More Attention

Many UEFI features are available at OS runtime
* Boot Order (efibootmgr)
 Capsule (system & peripheral firmware)
 Certificate Revocation (Secure Boot dbx)
Runtime variable access can have major issues

« Samsung bricking, Capsule buffer overflow, ...

UEFI Runtime Services Need to be Tested with Linux

LinuxCon 2014 www.uefi.org
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Firmware Test Suite

What is Firmware Test Suite (FWTS)?

* Open-source Linux tool that automates
firmware checking

* Detect bugs and advise firmware
engineers

e Test interactions between Linux & firmware
 Gather firmware data for debug

LinuxCon 2014 www.uefi.org



What Does FWTS Test? <

* Firmware Standards; ACPI, SMBIOS, UEFI ...
 Hardware Standards: PCI/PCle, x86 CPU

 System Level: Sleep and hibernate, interrupt
configuration, and kernel log

e ... and many others

A complete list is available @
https://wiki.ubuntu.com/Kernel/Reference/fwts

LinuxCon 2014 www.uefi.org


https://wiki.ubuntu.com/Kernel/Reference/fwts

FWTS Architecture
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ACPI Tables
and AML
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UEFI Test Items

securebootcert UEFI secure boot

uefirtmisc UEFI miscellaneous runtime
service interface

uefirttime UEFI Runtime service time
Interface

uefirtvariable UEFI Runtime service
variable interface
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ACPI Test Items

acpitables Check ACPI table settings sanity

checksum Check ACPI table checksum

fadt Check FADT SCI_EN enabled

method Check ACPI DSDT Method
Semantic

dmar/mcfg etc. Verifies corresponding ACPI
tables

Others... Fan, C-/P- states etc.
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Firmware Test Suite Live @

* FWTS-Live — Bootable USB image
 Boot and run FWTS w/o installation
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FWTS: Live In Action

Firmware Test Suite

Select Tests
This will run a suite of firmware tests that will check the BIOS
and ACPI tables. It can also find issues that can cause Linux
problems.

The default below is to run just all the Batch Tests, but you can
select more tests below if reguired.

Please select below (using cursor up/down and space) and press
enter to continue:

Bl]1 Batch Tests
Select Individual Tests
Abort Testing

<Cancel>

LinuxCon 2014 www.uefi.org 14



FWTS: Live In Action (Cont'd) /

Firmware Test Suite

Running Batch Tests
So far: 7 passed, 0 failed, 0 warnings, 3 aborted, 0 skipped, 1 info only

Test ACPI Wakealarm.

Running test #3: Multiple wakealarm firing tests.
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FWTS: Live In Action (Cont'd) /

Firmware T

Testing Complete
The results can be found on the USB stick in the
the directory: /sfuts/11102011/1327/results. log

Do you want to wview the results log now?

LinuxCon 2014 www.uefi.org
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FWTS Result Log

alexhung@earth: ~

Command: "fwts uefirttime”.
Running tests: uefirttime.

uefirttime: UEFI Runtime service time interface tests.

Test 1 of 4: Test UEFI RT service get time interface.
PASSED: Test 1, UEFI runtime service GetTime interface test passed.

Test 2 of 4: Test UEFI RT service set time interface.
PASSED: Test 2, UEFI runtime service SetTime interface test passed.

Test 3 of 4: Test UEFI RT service get wakeup time interface.
FAILED [HIGH] UEFIRuntimeTimeFieldBadYear: Test 3, Time returned an invalid year
®, should be between 1908 and 9999.

Test 4 of 4: Test UEFI RT service set wakeup time interface.
FAILED [HIGH] UEFIRuntimeSetWakeupTimeVerify: Test 4, Failed to verify wakeup
time after change.

LinuxCon 2014 www.uefi.org 17



FWTS Result Log (Cont'd)

alexhung@earth: ~

Critical faillures: NONE

High failures: 2

uefirttime: Time returned an invalid year 0, should be between 1986 and 9999.
vefirttime: Failed to verify wakeup time after change.

Medium faillures: NONE

Low failures: MNONE

Other failures: NONE

|Pass |Fail |Abort|Warn |Skip |Info |

LinuxCon 2014 www.uefi.org
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Testing Platform Security 7
(CHIPSEC)

Platform Security Assessment Framework
https://github.com/chipsec/chipsec

Single test suite for Linux, Windows & UEFI
* Analyze hardware, firmware & components
* Extensible security test suite (Python)

e Security assessment tools for low level
components/interfaces

* Forensic capabilities for firmware

LinuxCon 2014 www.uefi.org 20
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CHIPSEC.: Platform Security 7
Assessment Framework Q

Chipsec Main Chipsec Util

HAL — Hardware Abstraction Layer

msr mmio pci spi cmos  smbus  physmem uefi

OSHelper

|Linux Driver Windows Driver

EFI Native Code

Linux Helper Windows Helper | UEFI Helper

LinuxCon 2014 www.uefi.org 21



Examples Of Test Modules

Direct H/W Access for Manual Testing

chipsec util msr 0x200
chipsec util smi 0x0l1 OxFF

Forensics — Live firmware analysis
chipsec util spi dump rom.bin
chipsec util spi read 0x700000 0x100000 bios.bin
chipsec util uefi var-1list

Forensics — Offline firmware analysis
chipsec util uefi keys PK.bin
chipsec util uefi nvram vss bios.bin
chipsec util uefi decode rom.bin

LinuxCon 2014 www.uefi.org
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Ex: BIOS Write Protection

[+] imported chipsec.modules.common.bios_wp

[x]I

[x] [ Module: BIOS

Region Write Protection

[x]I

BIOS Control (BDF O
[05] SMM BWP = 1
[04] TSS =0
[01] BLE =1
[00] BIOSWE = 0

[+] BIOS region

BIOS Region: Base =

:31:0 + 0xDC)
PBMM BIOS Write Protection)
(Top Swap Status)
(BIOS Lock Enable)
(BIOS Write Enable)

= 0x2A

Based on MITRE at Black Hat USA
2013 and NoSuchCon 2013

Is BIOS correctly protected?

write protection is enabled (writes restricted to SMM)

SPI Protected Ranges

PRx (offset) | Value

PRO (74) | 00000000
PR1 (78) | 8FFFOF40
PR2 (7C) | S8EDFOEB1
PR3 (80) | 8EBOOEBO
PR4 (84) | 8EAFO0CO00

0x00500000, Limit = OxOOFFFFFF
| Base | Limit | WP? |
| 00000000 | 00000000 | O |
| OOF40000 | OOFFFO000 | 1 |
| OOEB1000 | OOEDFO00 | 1 |
| OOEBOOOO | OOEBOOOO | 1 |
| 00C00000 | OOEAFO000 | 1 |

[!] SPI protected ranges write-protect parts of BIOS region (other parts of BIOS can be
modified)

[+] PASSED: BIOS is write protected

LinuxCon 2014

www.uefi.org
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Testing Using Known Threats Y,

CHIPSEC Module Public Details

SMRAM Locking common.smm CanSecWest 2006
BIOS Keyboard Buffer Sanitization common.bios_kbrd_buffer DEFCON 16 2008
SMRR Configuration common.smrr ITL 2009
CanSecWest 2009
BIOS Protection common.bios_wp BlackHat USA 2009
CanSecWest 2013

Black Hat 2013
NoSuchCon 2013

Flashrom
SPI Controller Locking common.spi_lock Flashrom
Copernicus
BIOS Interface Locking common.bios_ts PoC 2007
Access Control for Secure Boot Keys common.secureboot.keys UEFI 2.4 Spec
Access Control for Secure Boot common.secureboot.variables UEFI 2.4 Spec

Variables

Leverage Community Knowledge for Firmware Testing

LinuxCon 2014 www.uefi.org 24
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http://www.slideshare.net/endrazine/defcon-16-bypassing-preboot-authentication-passwords-by-instrumenting-the-bios-keyboard-buffer-practical-low-level-attacks-against-x86-preboot-authentication-software
http://www.invisiblethingslab.com/resources/misc09/smm_cache_fun.pdf
http://cansecwest.com/csw09/csw09-duflot.pdf
http://www.blackhat.com/presentations/bh-usa-09/WOJTCZUK/BHUSA09-Wojtczuk-AtkIntelBios-SLIDES.pdf
https://cansecwest.com/slides/2013/Evil Maid Just Got Angrier.pdf
http://c7zero.info/stuff/Windows8SecureBoot_Bulygin-Furtak-Bazhniuk_BHUSA2013.pdf
https://www.blackhat.com/us-13/briefings.html
http://www.nosuchcon.org/talks/D2_01_Butterworth_BIOS_Chronomancy.pdf
http://www.flashrom.org/
http://www.flashrom.org/
http://www.mitre.org/capabilities/cybersecurity/overview/cybersecurity-blog/copernicus-question-your-assumptions-about
http://powerofcommunity.net/poc2007/sunbing.pdf
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Linux
‘P UEFI Validation

01.org/linux-uefi-validation e

yocto -

« Common manager for existing UEFI test suites
 Focused on testing Linux with UEFI firmware

* Test new components prior to use in new distros
* Removes focus on UEFI pre-boot environment

* Distributed under MIT license

LinuxCon 2014 www.uefi.org 26


https://01.org/linux-uefi-validation

01.org/linux-uefi-validation

New test suite
Proprietary Intel tool

Replacement for existing test suites

Certification tool for Linux/UEFI
compliance

LinuxCon 2014 www.uefi.org
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https://01.org/linux-uefi-validation

[-] efiwvarfs

[+]
[+]
[+]
[+]
[+]
[+]
[+]
[+]

Hands-off Testing

1. Boot the USB image

[+]
[+]
[+]
[+]
[+]
[+]
[+]
[+]
[+]
[+]
[+]
[+]
[+]
[+]
[+]
[+]
[+]
[+]
[+]
[+]
[+]
[+]

2. LuvOS collects
results.

3. There is no Step 3.

LinuxCon 2014 www.uefi.org

test create... passed

test create empty... passed
test_create_read...
test_delete...

test_zern_size_delete...

rassed
rassed

passed
test open unlink... passed
test wvalid filenames... passed

test invalid filenames... passed

[-] fwts=

bios info... passed

version... passed
acpiinfo... passed
mtrr... 25 failures!
EKlog... 2 failures!
oops... passed
acpitakble=... passed
apicinstance... passed
autobrightnes=s... passed
checksum. .. passed
cstates. ..
dmar. ..
fadc...

fan...

passed
pass=sed
pass=sed
pas=sed
mefg... 1 failures!
method. .. 29 failures!
o2ilinux... skipped
pcc... passed
syntaxcheck... 122 failures!
wakealarm... pa=ss=sed

wmi... pasz=sed

28
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LuvOS Features

« Included test suites: * Future UEFI tests:

FWTS, CHIPSEC, Capsule, Network
BITS & efivarfs Stack, Secure Boot and

Linux bootloaders

GitHuh This repository ~ ® Explore Features Enterprise Blog Sign in
01org / luv-yocto # Star 1 Y Fork 4
Linux UEFI Validation Distribution
¢» Code
26,697 commits T branches 2 releases 185 contributors
O = (D Issues 5
SR luv-yocto / + i= I Pull Requests B
Revert "core-image-efi-initramfs: Add chipsec test” -
3 mfleming authored 23 days ago latest commit afeeed3sba Iﬂ- - Pulse
Bl bithake bitbake: bitbake: runqueue: Fix hole in setsceneverify skipped task ... T months ago fali Graphs
_—.-I b oby £ L a4l £ S th it £ i 1 o
29
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LuvOS... Covers Entire 7
Execution Cycle

Userspace
Kernel 7/\

gap
Bootloader g

Software stack

UEFI Boot Services

UEFI Runtime Services

Execution time

Use LuvOS to Bridge Gaps in Linux/UEFI Validation

LinuxCon 2014 www.uefi.org
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Next Steps

Download and run the tools ...
* FWTS - https://odm.ubuntu.com/
e CHIPSEC - https://github.com/chipsec/chipsec
 LuvOS - https://01.org/linux-uefi-validation

Questions? Contributions? Bugs?!?
e fwts-announce@lists.ubuntu.com
* chipsec@intel.com
» https://lists.01.org/mailman/listinfo/luv

LinuxCon 2014 www.uefi.org 32
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For more information on
the Unified EFI Forum
and UEFI Specifications,
visit http://www.uefi.org

presented by

@LGF CAN@NICAL.
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