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Dong Weli @fﬂ
UEFI Forum Vice President and UTWG Work Group

Chair, Arm

What does the UEFI Test Work Group
(UTWG) do?
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UTWG Charter @'fﬂ

The group is responsible for

(1) Recommending a release of the open source FWTS for a version
of the ACPI Spec

(2) Recommending a release of the open source UEFI SCT for a
version of the UEFI Spec

(3) Recommending a release of the open source Pl SCT for a versio
of the Pl Spec

Results:
https://uefi.org/testtools



https://uefi.org/testtools

UEFI Forum Test Tools

Basics
e Self Certifying, No UEFI Forum Certification Program
e Testing Interface Compliance, Not Functional

Extensions

* Other entities can leverage and extend beyond the UEFI Forum usages

o Arm builds Enterprise ACS on top to check for SBSA/SBBR Compliance to form
the basis of the Arm ServerReady Certification

https://developer.arm.com/architectures/platform-design/server-systems



https://developer.arm.com/architectures/platform-design/server-systems

Supreeth Venkatesh

Arm

What is the open source toolset and
what is the UEFI Self Certification Test
(SCT)?




Introduction @'fﬂ

* Modern, feature-rich, cross-platform
firmware test environment for the UEFI
specification

* Test harness for executing built-in
compliance tests

e Scope for integrating user-defined tests

www.uefi.org



System Requirements

The target system must have an X64 platform,
an |A-32, or an ARM platform

The target system firmware must have UEFI
implemented per the UEFI Specification

The UEFI implementation on the target system
must include an UEFI Shell

The target system must have at least 1000MB
of disk space in the UEFI file system to contain
the SCT test and log files

www.uefi.org
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UEFI SCT Open Source Status @"ﬂ

e Latest stable binary version - UEFI SCT 2.7B
is being published at
https://uefi.org/testtools

e UEFISCT 2.7B — edk2-test-stable201910.

* Open source repo is
https://github.com/tianocore/edk2-test

e Stable tag each quarter

www.uefi.org


https://uefi.org/testtools
https://github.com/tianocore/edk2-test

Build UEFI SCT &G

e Steps for building uefi-sct binaries are
documented here:
https://github.com/tianocore/edk?2-
test/tree/master/uefi-sct/HowToBuild

* Builds currently available for
o X64/1A32 platforms
o AARCH64 platforms

www.uefi.org


https://github.com/tianocore/edk2-test/tree/master/uefi-sct/HowToBuild

Installation @’”ﬂ

* Ensuring that the target system is configured to
boot to the UEFI Shell upon power-on/reset without
user intervention

e Setting the boot options is usually done using UEFI
Boot Manager during the target system’s UEFI
implementation

* |nstalling the UEFI SCT executable files into a default
directory in the UEFI file system of the target system

* The default directory must be on a Read/Write
storage medium

www.uefi.org



Usage Model

* Invoked as an UEFI application from the UEFI Shell

* Syntax

SCT[-a | -c| -s<seq> | -u] | -p <MNP | IP4 | Serial>] [-r] [-g <report>][-V]

Table 1. SCT Farameters

Dticns
—d

—iC

- <=reports>-

[k =scoriptaam
Executs all test cases that arse recognized by the LEFI SCT Test Harness,

Continuse execwutien of the test case im progress. T his opticn is used o oontinus
axscuticn of test cases that perform systerm resets as part of thheir test rowthEne.

Generate test repgort imn 25 format The filenams of the report is specified by
report.

Res=ts the enwircnment for a fresh exscution of the tests. This option remowss

results of prewviowus test executions. Generally, it is used with the —a or -5
oS

Executs test cases in the seguence specifred in the file seq.
S5tart the Test Harmess with the menu-driwven imterface.
Passive Mode with specified communication Laysr

Force the operaticon executicn, mo confinmmaticn from ussr.

Cisables the display of te=st log information omn the scresen.

www.uefi.org




Test Report

A summary of SCT test results is recorded into a test report file in CSV format

2 — - —— -

Self Certification Test RBeport
R BT | D l E | F | G | H | I | I

2 g ice/P teTotal Failed F ed Hunkben af failed amsertians
3 |Boot Service= i6 (1] 6
4 |Boot Services 122 33 v 120 ——— Humbex of poassmed asserticas
5 |Driver Nodel 14 o 14
Total 152 ps 150 Detail info of sach failed assextion

| Ind=x Instancee= [teratiorGuid sult Title Buntiome JCase FeviCase Gund
13.1_.2 1 0 0 ZDZBEETE-FATL BS londlaStati= - Ox000100C 255456PCDYE1-4TE
3.1.2 2 i 0 D COSBEETE-FATL ES. locadlisSiatus - Ox000100C 2E5456BC—DIE1—ITE -

2 |Index Instance IteratiorGuid Fesult Title FRuntime ICase ReviCase Guid
13 |3.1.1.1 o D SDSBEETE-PASE BE. CreateStotus - Dx000100C TES34025SEB30dce

Detail info of each passed s=eartian

u"’i » mnyS i< i . >
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Reporting Issues

 UEFI-SCT follows same process as edk?2
(TianoCore)

* Bugzilla for reporting bugs or requesting
new feature -
https://bugzilla.tianocore.org/

* File a new bug or feature request in the
“UEFI-SCT” component of the “Edk2 Test”
product

www.uefi.org


https://bugzilla.tianocore.org/

Call to Action

Edk2-test follows the same contribution guidelines as edk?2
(TianoCore) project -
https://github.com/tianocore/tianocore.github.io/wiki/How-To-

Contribute

SCT source is under 2-Clause BSD License
https://github.com/tianocore/edk2-test/blob/master/License.txt

General questions on UEFI SCT with the subject [edk2-test] can be
sent to edk2-list devel@edk2.groups.io

UEFI SCT open source project solicits your contributions with a
humble thank you!

www.uefi.org
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https://github.com/tianocore/tianocore.github.io/wiki/How-To-Contribute
https://github.com/tianocore/edk2-test/blob/master/License.txt
mailto:devel@edk2.groups.io

Alex Hung

Canonical

What is the Firmware Test Suite
(FWTS)?




Firmware Test Suite (FWTS) gﬂ

e The recommended ACPI SCT

e A Linux command-line tool that automates firmware checking

o ldentify UEFI, ACPl and many other errors

o Explain the errors and give advice to fix firmware bugs
e A GPLv2 open-source software tool
e Install FWTS on Ubuntu Linux

o add-apt-repository ppa:firmware-testing-team/ppa-fwts-stable
o aptinstall fwts fwts-frontend

e More information

o https://wiki.ubuntu.com/FirmwareTestSuite

o https://wiki.ubuntu.com/FirmwareTestSuite/Reference



https://wiki.ubuntu.com/FirmwareTestSuite
https://wiki.ubuntu.com/FirmwareTestSuite/Reference

FWTS Framework ca
-

fwts-frontend (GUI)

Command Line

Firmware Test Suite

ACPICA Linux Kernel efi_test
\ 4 L 4

other uefi
. other ACPI . .
acpitables fadt mcfg method tables esrt securebootcert uefibootpatch runtime
tests

|«|




FWTS Commands

| 1: root@precise: ~ ¥

root@precise:~# fwts mcfg aspm --log-level=medium
JRunning 2 tests, results appended to results.log
Test: MCFG PCI Express* memory mapped config space test.
Validate MCFG table.
Validate MCFG PCI config space.
jTest: PCIe ASPM test.
PCIe ASPM ACPI test.
PCIe ASPM registers test. 4 passed, 2 failed, 10 warnings
root@precise:~# tall -n 16 results.log
Critical failures: NONE

High failures: NONE

Medium fTailures: 1
aspm: PCIe ASPM setting was not matched.

Other failures: NONE

e Specify test(s): fwts testl [test2 ... testN]
e Specify a group of tests: fwts --uefitests
e Show all arguments: fwts-show-tests-full




FWTS-live

* A USB image that includes Ubuntu-Live + FWTS + fwts-frontend
o Downloads: http://fwts.ubuntu.com/fwts-live/
o More info: https://wiki.ubuntu.com/FirmwareTestSuite/FirmwareTestSuitelLive

Firmware Test Suite

@ . Select Tests T
This will run a suite of firmware tests that will check the BIDS
and ACPI tables. It can also find issues that can cause Linux
problems.
The default helow is to run just all the Batch Tests, but you can
select more tests below if reguired.

Please select helow (using cursor upsdown and space) and press
enter to caontinue.

(k)AL L
ACPI ACPI Tests
LUEFI UEFI Tests
SBBR ARM SBBR Tests
. Recommended Recommended Tests
Version V19.09.00 kecommended for IFY Recommended Tests for F/W vendors
Selected Select Individual Tests
Abort fbort Testing

< Ok 3 <Cancels < Help »



http://fwts.ubuntu.com/fwts-live/
https://wiki.ubuntu.com/FirmwareTestSuite/FirmwareTestSuiteLive

FWTS-LIVE Log Files

_Lm | = | Manage fwts-result (F:)
Home Share View Drive Tools
« w v fwts-result ()

o~
Mame |
3 Quick access

B Desktop 14112019 « Directory name is /date/time/

* | | oem-tests.lst )
& Downloads * 8 files:
;:::"“ ; acpidump.log dmesg.log Ispci.log
P Music results.html  results.log cpuinfo.log
B Videos dmidecode.log README.txt
& OneDrive
[ This PC

U et @) 4@ Results are saved in a FAT32 partition
[l USE Drive (E:)

§ USE Drive (69 « FWTS-LIVE partitions (not accessible in Windows)

@ Metwork




FWTS-LIVE Automation

ol = | Manage fwis-result (F:)
Home Share View Drive Tools
« v M I » fwts-result (F)
Mame a
3 Quick access I .
B Desktop 4 . N
& Downloads ,  Joemtesis € A config file for auto-test
e i TESTS=list of tests to be executed
B Music POST=poweroff|reboot
B Videos
@ OneDrive For example:
[ This PC TESTS=mcfg aspm
[ fwts-result (7} POST=poweroff

[l USE Drive (E:)
[l USE Drive (G:)

@ Metwork




Understanding UEFI Testing Panel Discussion
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Save the Date!

UEFI Forum Spring 2020 Plugfest
March 30 — April 3, 2020
Hillsboro, OR

Register Here:
https://uefiplugfest.regfox.com/spring2020uefiplugfest

www.uefi.org
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